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Fig.1 Framework of topology message security protection
scheme for UANET
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Fig.2 Workflow of topology message integrity protection
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Fig.4 Manual analysis results of the proposed scheme

against message tampering attacks

5.2 BB thER

Scyther™ & —F SEE 2 2 PR A S Ak i i T 1, 3%
IR Scyther MASSCHTH& )7 84T 1 R ALKk

5, E M E AN A A T AP A 4L RS
NHLT R LR € UH T # R) LA Sec KW Ay BRECSE 4
JRE R, IFSCHESA IR TR

1 protocol Sec(I,R){

2 role I{---}

Srole R{---}

8}

FLU SR 1R RS EARUE S A — A A TN 32
BHSCA L (B TR BEATLE (Nonce ) BT EE M (fresh) .

lrolel {

2 fresh ml: Mymessage;

3 fresh nl: Nonce;

4 fresh T1: Timestamp;

5 fresh Y1,

7}

8role R {

9 fresh mR: Mymessage;

10 fresh nR: Nonce;
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11 fresh T2: Timestamp;

12 fresh Y2;

13 cee

14}

Tk TR FER R D A AR Rk r e ik
RN e iR LR A RN L (oY N =B O PN 'S
{5 B IS TRV L e BRI 50 AR, AR5 A1 TR FASH
SK, X B2 44, FF AT A3k F 4 send_1() KHIH BN 25 548
£ — [A) Rk 2 A S BT B R # W7 R e 5 e Wi 1
reev_1() K I send _10) MR, , FFH I Ay R KR R 16
7 TS SRR TR SRR 28 42 B0 UE , 438 i Bk, DU
RAER K3 T3 A 3 SO T 4 (0 1 AR5 — R, Rk
11 R%EFAsend_2() GHMEE M recv_2().

e, AR AT SR ME B e B AR P AT R
FATTAE B = A A R e A TR (Alive) : HEE (8
Z: 5l Z RIS R AAIE HEAIE , SR A T B S AT — 1
ORI AR o AR S — B (Niagree) « &3k 5 Ml
W7 R EIMSL T T SR v BB A B A 5 e — By, A B
PSR ARG AN A — B, D A Mt e e R s e
NS5 T BRSPS 5 S S i
FeAS i AN A o AR 2 (Nisyneh) - HUOH: Ak A
PRl I R AR, RIORIETF B 58 B P Ay 22 4
TR o WRTC AN BRI S AU A0 L X i B
FEAR S [R) 20 75 B AR A R R il ) o 22 4 B A
wmr.

Irolel {

2 e

3 claim_il(I, Alive);

4 claim_i2(I, Niagree);

5 claim_i3(1, Nisynch);

6}

7 role R {

8 e

9 claim_r1(R, Alive);

10 claim_r2(R, Niagree);

11 claim_r3(R, Nisynch);

12 }

fili ] Scyther F sk THAA THUEAYZEF R, A SCHY)
A PV BIR AV Bl N A 4R B i, 9 B A5 X057 19 %
4 J@ 7 B (alive, niagree, nisynch) 4x3R3 /2 . WERA T 815
KT (LR) BT A5 G i (5 AAME R A 42 4

6 HIHES SR
6.1 iXIIRE

JLF OPNET V- 548 B T AL H 412U 4547 FLIREE 6
BT 07 S BRI PEREBSAE . WCA 5 DCAM PRS2 T
Oy LS R 2 ML TC AL 20 090 i el RS, 3% el s vy el A e
WG T 37 R R Z Bk B AL R R O BN R Ry
5 3 FESPIAME B AT G T EE A R DR 2 R HL
il B8 2 1, BRI FRAT TR 85 LA PN DS S i 6 43 B
X B, AT EAT G S WCA T DCA A% D5
SRIG A BIAE LA PR E& i Db 5 AA 22 i th 1 5
BRI HILE , LA 36 TE AR SCIR 7 SEAEAS ] R b
HAE R . BE PRI O FTS RO 3 2 I R 4 ER
B3,

=2 HWHESHE

Table 2 Parameter values in experimental simulation

SR HfE
RO 10,20,50,100
15 B I/ N km? 10 x 10
DA/ 1000
RIStz 25l Xl Gauss-Markov
TR S/ (m/s) [30.50]
UG /km 1
MAC B IEEE 802.11g
K AL 1% % /K bps 1000
AR SHA256
R AR ECDSA

&3 MWEBHINE

Table 3 Experiment hardware environment parameters

HERS Windows10
CPU Intel(R) Core(TM) i5-9400F CPU @ 2.90GHz
AT 8.00GB(RAM)

A8 35 P FE R XTI XT G A T AT B IAAR SO
B PR U A AR vk (DL fRTFR 2 4 7 ) s SR 1 43
BT 5 5 ARSI AT 5 MEM,,, (%), X
A EFR AT A3 5K R

AT=T,,.. - T, ©
MEM, , . - MEM

MEM, . ..

o P RN ML WCA 5, DCA ; Sec F/R A LT HE Y %
BNE T, 5T, , o SPNFIRINYL P TGS G| A4
J7 %8 Sec Ji I N 48 43 15T TS s MEM, 5 MEM,,, ¢, 53 )
FORPMLP TG AT BRI RGN L AT R IG M T A 1

MEM,_ (%) = " % 100% (10)
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FINAFITE
6.2 iIeER

FERIE AL FE R, TR AT BN 45 Hp JE MUY S5 e B X
WEEE NS 5040 WG — B Wi RE R — 3. WCA
5 DCA#RJ&E T MA [ 53 2 U 6 R WML, 1 R AR SO 2 4
PRAP I 22 003E PG, A THREA T I ABI LA B AP,
I3 BB N WCA_Sec FIDCA_Sec, iR 7 ZAEH AT
HLIN 2 R G [ A NN AF T4 . &5 SRl 6 27 bk
WE TINS5
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Fig.5 Increment of clustering time of WCA protocol
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Fig.6 Percentage of memory consumption for the proposed
scheme in the UAVNET
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Integrity Protection Method of Routing Message for UAV Ad-hoc Networks

Guo Jingjing', Gao Huamin', Liu Zhiquan?, Zhang Xinglong®
1. Xidian University, Xi’an 710071, China

2. Jinan University, Guangzhou 510632, China

3. National Key Laboratory of Science and Technology on Integrated Control Technology, AVIC Flight Automatic
Control Research Institute, Xi’an 710065, China

Abstract: Security is one of the important challenges that UAV Ad-hoc Networks (UAVNETS) routing protocols is
facing. Focusing on the lack of security of topology construction messages on the clustered UAVNETSs routing
protocols, this paper proposes a security scheme for topology messages of clustered UAVNETSs routing protocols
(SecUAV). SecUAV can ensure the integrity of the messages exchanged between nodes in the clustered UAVNETSs
during the topology construction so as to prevent the tampered information from being used in the network topology
construction and route creation, and improve the robustness and reliability of routing protocol. Aiming at the static
information in the topology message, an integrity verification method based on the consortium blockchain is proposed,
which can reduce the calculation and transmission overhead of the entire scheme. We conduct an informal and formal
analysis on this scheme, and prove that the scheme could flight against impersonation attack and message tampering
attack during the transmission of topology messages. Finally, we simulate and analyze the performance of several
UAVNETS clustering protocols with SecUAV. The experimental results show that the time consumption of SecUAV is
less than 100ms and the memory cost of SecUAV is less than 35% of the routing cost.
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