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Fig.1 Typical structure of a convolutional neural network
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Fig.3 Model structure used in this paper
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Fig.13 Comparison between the proposed model and parallel

multi-channel convolution recognition
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Intelligent Jamming Identification Based on Deep Learning with Frequency
Band Correlation for Wireless Communication

Yang Lan, Xiao Haitao, Zhang Weile

Key Laboratory of Intelligent Network and Network Security, Ministry of Education, Xi'an Jiaotong University, Xi'an
710072, China

Abstract: In recent years, with the development of wireless communication technology in the military field and the
increase of the number of all kinds of wireless communication equipment, the battlefield electromagnetic environment
has become more and more complex, which requires the communication system with stronger anti-jamming
capability. Intelligent jamming recognition is the precondition of anti-jamming. Various jamming recognition algorithms
based on traditional machine learning have the problems of complex interference feature extraction and the low
recognition accuracy under low jammer-to-noise ratio (JNR). Therefore, aiming at the problem of intelligent recognition
of various typical interference signals, a parallel convolution module with multi-channel and multi-scale is introduced to
increase network width, improve network recognition speed and accuracy, and solve the problem of complex feature
extraction in the previous period. Combining the parallel convolution based CNN with the band correlation based long-
term and short-term memory network (LSTM), an innovative intelligent wireless communication jamming recognition
network based on deep learning with band-correlation is proposed in this paper. This method uses LSTM to detect the
band correlation of interference signals and to improve the accuracy of jamming recognition at low jammer-to-noise
ratio. Simulations show that our proposed network is more stable, faster and more generalized than ordinary
convolution network. The band correlation based LSTM improves the recognition accuracy of our method under low
jammer-to-noise ratio (with an average recognition accuracy of 99.86%). Therefore, the network model proposed in
this paper is an effective and available model to solve the intelligent interference recognition in complex
electromagnetic environment.

Key Words: cognition of complex electromagnetic environment; disturbance recognition; frequency band
correlation; long and short memory network; parallel multichannel multiscale convolution
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