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Fig.1 Diagram of tightly-coupled navigation based spoofing

interference detection system
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Fig.2 Detection time of KL divergence method when

applying abrupt spoofing amounts
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Table 3 Comparison between detection time under

different abrupt spoofing amounts
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Fig.3 Detection time of KL divergence method when

applying slowly varying amounts of spoofing
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Table 4 Comparison of detection time under different
slowly varying amounts of spoofing
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Fig.4 Detection rates of two methods under the condition of

abrupt spoofing amounts
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of slowly varying amounts of spoofing
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Spoofing Interference Detection Method Based on KL Divergence for
Tightly-Coupled Navigation System
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Abstract: Deliberate spoofing interference can induce the positioning results of the airborne GNSS receiver to deviate
from the true position, which brings great risks to the flight safety of civil aviation. Aiming at the problem that spoofing
interference is highly concealed and difficult to detect, based on the airborne navigation system, a spoofing
interference detection method based on Kullback-Leibler divergence is proposed. Based on the filter innovation data
of the airborne tightly-coupled navigation system, using the two probability density distributions that the innovation
may exist under the condition of whether the satellite is deceived or not, a spoofing interference detection statistic
based on KL divergence is constructed to detect interference. The simulation results show that, compared with the
traditional chi-square detection method of innovative sequences, the spoofing interference detection method based on
KL divergence improves the detection ability of the algorithm for slow-varying spoofing interference and small abrupt
spoofing interference, and reduces the missed detection rate of spoofing interference.

Key Words: global navigation satellite system; spoofing interference detection; tightly-coupled navigation system;
innovation; Kullback-Leibler divergence
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