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A Data-control-separated Secure Transmission Mechanism for UAV Networks
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1. Xidian University, Xi’an 710071, China

2. National Key Laboratory of Science and Technology on Integrated Control Technology, AVIC Flight Automatic
Control Research Institute, Xi’an 710065, China

Abstract: The security of data and flight control instruction is an important aspect of Unmanned Aerial Vehicle (UAV)
network security. In view of the shortcomings of the existing UAV network security mechanisms, this paper proposes a
data-control-separated secure transmission mechanism. For the data sent from a UAV to the ground station, this
paper adopts a secure data transmission mechanism based on authenticated encryption of Advanced Encryption
Standard-Counter with Cipher-Block Chaining Message Authentication Code (AES-CCM) to ensure the confidentiality
and integrity of the data. For the flight control instructions sent from ground stations to UAVSs, this paper designs a
flight control broadcast authentication protocol based on one-time signature to ensure the integrity of flight control
instructions. With the security analysis, this paper proves that the proposed scheme can provide confidentiality and
integrity for the data, as well as the integrity for the flight control instructions. Finally, this paper analyzes the
performance through simulation experiments. The results show that for the secure data transmission protocol, both
the average authenticated encryption time and the average verification and decryption time are less than 1 millisecond
when sending 100-byte and 1-kilobyte messages. For the flight control broadcast authentication protocol, both the
time to generate a signature and the time to verify a signature of a 1MB flight control instruction are between 1 and 2.7
milliseconds, which is efficient in practical applications.
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